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Introduction

In clinical medicine, there is a need to diagnose accurately especially in emergencies. It is equally important to 
recognize early developing risks at subclinical stages of the highest-risk conditions that result in the most harm and 
potential lawsuits if the correct diagnosis is missed or delayed (e.g., cardiovascular events, infection, cancer). Recently 
two JAMA articles are focused on this subject. Burstin at al. [1] draws attention to the need to improve quality, 
safety, efficiency, and cost of the diagnostic process and calls to the medical community to “build a new diagnostic 
measurement approach that provides timely, valuable, and actionable information to clinicians” and find solution for 
measuring performance of the diagnostic processes. Fineberg at al. [2] reviewed the available literature about how to 
reach diagnostic excellence and make recommendations for continuously acquire data emphasizing continuity in the 
diagnostic process as opposed to current practice with its sporadic and symptom-prompted testing. For both suggestions 
the key is to create a framework of continuous risk estimation. Current risk assessment prediction models consider a 
snapshot of the clinical data at presentation. The risk assessment models are derived from prospective cohort studies 
and are incorporated into guideline based initiation algorithms. A typical example is the Atherosclerotic Cardiovascular 
Disease (ASCVD) which is the leading cause of morbidity and mortality globally. The most recent recommendations for 
primary prevention are summarized in [3]. However, no continuous risk assessment is incorporated into this guideline. 
A thinkable approach for this purpose could be the use of individual long-term observation where the most powerful 
indicators of disease processes or State Variables (SVs) of physiological/ pathological functioning are observed over 
time and their time course is compared to large database derived probabilities of disease and death for similar settings. 
Creating lifetime trajectories of SVs and associated risks of morbidity and mortality would also allow to define age 
adequate health status individually with major implications for prevention and need for lifestyle change efforts [4]. 
My personal journey with research related to primary prevention evolved not just from my working experience with 
patients as a practicing primary physician and hospitalist but also as a biomedical engineer creating patented inventions 
to improve cardiometabolic health [5,6]. The breakthrough innovation what I have been advocating is to use tools of 
Medical Cybernetics (MC) [4-11]. 

There are 4 core attributes of the MC methodology which would strongly support measuring and improving 
the diagnostic process for both preclinical diseases and for overt disease in emergencies. Briefly the following four 
components of MC are central:

1. Collection of large amounts of data which could be realized with wearable sensors. 
2. Fitting dynamic process models to the data which have their power also to predict the next measurement. 
3. Automated risk profile creation with the indicators of morbidity and mortality of diseases which carry the highest 

risk and feedback of information. 
4. Creation of a network between users, providers, and other health services. 

We have described already a prototype cloud-based software platform the Cyber Physical System (CPS) for lifestyle 
improvement and its extension the Integrated Cyber Physical System (ICPS) for managing preclinical conditions 
[4-11]. This article allows me to describe how CPS and/or ICPS could be a potential answer to the call to the medical 
community by Burstin at al [1] and Fineberg et al. [2] in quest for diagnostic excellence. Further, CPS/ICPS could help 
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detecting preclinical conditions posing the highest risks as well as facilitate primary 
prevention of ASCVD.

Method: The Use of a Personal Health Data Organizer App Service 
for Monitoring Personal Health and Documenting Results of 
Dynamic Lifestyle Change. 

We have recently proposed a cloud based Personal Health Data Organizer App 
Service (PHDO) described in [4, 7]. Large amount of data can be collected with wearable 
sensors for continuous risk monitoring. Suitable metrics can facilitate dynamic behavioral 
or lifestyle interventions. Our prototype PHDO communicates to the CPS/ICPS software 
platform and captures SVs in four domains of functioning with major Implications for 
morbidity/mortality[4-10]: 

1. Cardiometabolic functioning (CMF) 

2. Cardiorespiratory functioning (CRF) 

3. Cardio vegetative/ stress functioning (CVS) 

4. Cardiovascular (CVF) functioning

5. Oxygen delivering (OD) functioning 

6. Endovascular (ED) functioning

7. Hemodynamic (HD) functioning

The technical details are published in [8]. An important feature of our technology 
is the ability to measure changes of body composition, insulin resistance, fat versus 
carbohydrate oxidation rate non-invasively [4-11]. Our central hypothesis is that by 
improving insulin resistance with appropriate lifestyle intervention and with help of the 
use of CPS, the user can ameliorate the condition of oxidative stress, overall inflammation, 
fat vs. carbohydrate oxidation, and ASCVD progression. The main proposition is to 
consider SVs of modifiable risks over a lifetime and connect them to calculations of 
morbidity and mortality, offering an educational context to raise self awareness to 
reduce cardiometabolic risks, endovascular dysfunction, and oxidative stress with 
appropriate behavior modification supported by using CPS/ICPS [9-11]. The metrics in 
these 7 domains (CMF, CRF, CVS, CVF, OD, ED, HD) allow to draw trajectories into 
the future and to continuously assess risks of endpoints such as type 2 diabetes (DM2) 
and complications, and ASCVD [7-11]. The conceptualized cloud based PHDO collects 
and stores all data and results (including laboratory data and imaging studies). Users 
and providers can interact with PHDO through apps running on local devices such as 
smart phone or lap top computers. The information in PHDO could be further organized 
towards personalized prevention using commonly agreed principles as in the list below 
entitled Principles of Personalized Prevention. The process modelling allows for analysis 
and prediction of pathophysiological processes of interest and maximizing control. Goals 
of telemonitoring and telemedicine could be supported by building networks of users and 
providers. The CPS/ ICPS generated metrics allow for dynamic behavioral interventions. 

Principles of Personalized Prevention

•	 Creation of patient owned and managed standardizable Personal Health Data 
Organizer app

•	 Obtaining key laboratory data in strategically chosen time intervals 

•	 Using wearable or standalone non- or minimally invasive sensor devices at home 
for long term observation

•	 Fitting mathematical process models to the data to determine key State Variables 
(SVs)

•	 Continuous risk trend assessment based on SVs of key clinical outcomes

•	 Estimating biological age and its trend based on SVs

•	 Creating documentation of lifestyle changes

•	 Displaying results of lifestyle change or applied dynamic treatment regimes 

•	 Feedback of results to the user 

•	 Networking with health care providers and health care facilities and their patient 
portals

•	 Networking with allied health professionals

•	 Networking with other members of the local health community

•	 Networking to local health educational and resource management/ public health 
offices

•	 Networking with local pharmacy, list of allergies, current, past drugs taken, and 

supplements

•	 Creation of a personalized registry for incurred costs over lifetime of treatments 
and services

•	 Evaluation of utility of treatments with methods of Value of Information Analysis 

•	 Targeted monitoring and notification system for significant deviation from 
normal of SVs

•	 Basic communication service for medical emergencies with providing available 
health data to emergency providers 

•	 Storing relevant information regarding allergies, screening services, social history, 
illicit substance use, smoking status, family history, environment, ethnicity, 
minority designation, heredity, or genetic factors

•	 Storing other medical information like imaging studies, biopsies, genetic analysis, 
and makeup of microbiome, etc. 

Implementing above principles has the potential to support the 2019 ACC/AHA 
Guideline on the Primary Prevention of ASCVD [3]. Specifically, the “TOP 10 TAKE-
HOME MESSAGES FOR THE PRIMARY PREVENTION” are fully supported by our 
proposed approach:

1. Lifestyle modification. 

2. Team based approach. 

3. The continuous ASCVD risk assessment which can guide decisions about 
preventive interventions in select individuals, such as coronary artery calcium 
scanning. 

4. Our program allows for gaging noninvasively insulin resistance, body composition 
and fat vs carbohydrate oxidation non-invasively and appropriately designed to 
gage results of dynamic lifestyle intervention including nutrition. 

5. We monitor physical activity and can follow up with the recommendations of “150 
minutes per week of accumulated or 75 minutes per week of vigorous-intensity 
physical activity”.

6. We fully support diabetes prevention with lifestyle changes.

7. Tobacco use can be tracked. 

8. Our program allows for automatically fill in the data into ACC/AHA CV Risk 
Calculator (2013) to guide aspirin primary prevention.

9. Statin use can be decided and followed according to the guidelines.

10. Our Body-Composition Hydration-Analyzer Photo-plethysmography equipped 
stand-up scale [4] can facilitate adherence to the recommended <130/80 mmHg 
blood pressure readings.

Discussion

Our work [4-11] shows how tools of MC can be implemented and principles of 
primary prevention could be realized. The 24h collection of data renders PHDO and 
CPS/ICPS to be a real time tool to detect risks at subclinical stages of the highest-risk 
conditions. It creates the foundation to realize the demand of Dr. Burstin et al. for “real 
time diagnosis making”. The process modeling with its metric creation for risks in 7 
domains of functioning (CMF, CRF, CVS, CVF, OD, ED, HD) can be utilized to generate 
“actionable, timely, and meaningful information from measurements” and hereby 
creating a continuum of the diagnostic process. The generated metrics can be used to 
optimize outcomes and measure the performance of the diagnostic processes as well as 
the therapeutic interventions. Having thorough documentation over long time regarding 
risk indicators clinicians and the health care systems can learn from diagnostic errors 
and near misses to build an improved system that make a difference for all patients who 
entrust clinicians with their care. 

The suggested approach by Fineberg at al. in [2] for diagnostic excellence include 
briefly described: 

1. Advanced technologies to collect data. 

2. Continuously acquire data along with automated interpretation of data streams.

3. The ability to create unique health profile for everyone. 

4. The future of diagnosis will emphasize prediction of future health state rather than 
identification of current disease. 

5. diagnostic excellence begins and ends with the patient. 
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By using CPS/ICPS the recommended strategy by Fineberg could be realized: Ad 
1. Wearable sensors in the users’ home environment can supply 24h data. Ad2 and Ad4. 
By using process modeling to the data with appropriately chosen mathematical models 
the slow occurring trends can be identified. Trajectory creation of the risk indicator 
SV’s allow for prediction of the trends. Ad3. Risk related to the estimated indicators of 
morbidity and mortality can be calculated either by already developed risk assessment 
tools such as for example the ACC 2013 cardiovascular risk calculator or plugging risk 
indicator SV data to appropriate disease or mortality models available in the medical 
literature or on internet (see examples in [4]). The risk indicator SV data would also 
define the individual’s health profile in each time which could be briefly converted to 
a summary indicator such as the calculated value of the biological age. The user could 
easily interpret the data by comparing it to chronological age. Likewise, any significant 
change of the risk indicator SV data could be used to translate the data into expected 
prolongation of lifetime or loss of it. Ad5. The patient centered approach is provided by 
the network connection between users of PHDO and their providers. As suggested in the 
list of PRINCIPLES OF PERSONALIZED PREVENTION the network could be extended 
to local hospital Electronic Medical Record and emergency room terminals as well as to 
local community health department at local level and the data could be also utilized at 
higher levels of public health agencies. I can see a scenario that insurance companies 
would also benefit from the flow of information and by recognizing potential for cost 
saving from prevention and effective diagnosis making they would hopefully generously 
support such an effort.

One more point could be added to Finberg’s recommendations: 

6. The recommendations of The Council on Health Care Technology [12] should 
be followed to improve quality of the diagnostic process by considering pretest 
probability, posttest probability, information about the treatment threshold, cost 
over time, and outcome. All these considerations could be supported by the proposed 
PHDO/ CPS/ ICPS system. Further the same system can prepare the way for “precision 
medicine”, “precision nutrition” and even “precision prevention” – the latter is a new 
term which has not been introduced to the medical literature yet but would make most 
sense. The individualized nature of the proposed Personalized Prevention and using 
principles of Medical Cybernetics could help providers to have a holistic and a more 
thorough functional understanding. An integrated approach considering among others 
environment, ethnicity, lifestyle, and heredity factors could be adopted.

For effective primary prevention we need to adopt digital technology and make 
the modifiable risk factors observable as they evolve in real time, so that patients can 
be fully in charge of their destiny with respect to cardio-metabolic processes and what 
is generally understood and wished for as health, fitness, and strength. Dr. Pizzo in his 
viewpoint article [13] offered a “prescription” for longevity: having a purpose, seeking 
social engagement, and fostering wellness through positive lifestyle choices. We would 
recommend also the following to be added to his list: 

1. Taking individual responsibility for our lifestyle throughout our lifetimes not just 
for ourselves but also for our family, community, and society at large, guided by 
self-discipline, strong resolve, motivation, and self-efficacy. 

2. Teaching and becoming role models for and helping our communities to develop a 
culture of health for our generation and generations to come.

3. Physicians could play an important role in facilitating healthy lifestyle interventions 
and developing resilience. 

This could occur through a healthy lifestyle team [14] and the use of a PHDO/ CPS/ 
ICPS like system. Therapists can identify the risk factors for change and a reasonable 
personal intervention strategy that can be constantly modified in small strategic steps 
customized to users’ needs. PHDO may be used to dole out small daily achievable tasks 
for users. Past successes in achieving the set goals may translate to improved motivation, 
compliance, and self-efficacy in making needed lifestyle changes. 

When the diagnostic process in emergency will be framed as part of a continued 
care and information from PHDO is used, then better diagnostic results can be expected 
especially if the patient becomes part of the solution and not the problem leading to 
malpractice claims just because the trust in the system has been lost somewhere. Gaining 
the trust of the patient is the key. The work to be done is daunting as summarized in 
the list entitled “PRINCIPLES OF PERSONALIZED PREVENTION”. Major obstacles 
may come to finance this or a similar project because today’s health care system is 
focused on trying to fix disease rather than spending money to prevent it in the first 
place. Nevertheless, a scaled down more targeted version of PHDO could be doable at low 
cost. Using the wearable sensors of the fitness industry can facilitate a relative quick start. 

Though, the data availability and ownership issue might pose considerable challenge. A 
list of other concerns come up as well such as unsettled liability issues for “Pre-diagnostic” 
wearables [15]. Furthermore, data safety, data security, standardization and integration to 
Electronic Medical Record are also to be mentioned as significant hurdles to be overcome 
among others.

Conclusion

The Personal Health Data Organizer App Service along with the Cyber Physical 
System/ Integrated Cyber Physical System holds the needed components for measuring 
quality and effectiveness of the diagnostic process as called for by [1] and contains 
attributes to achieve diagnostic excellence as envisioned by [2]. This article may provide 
important compass to government agencies to fund better prevention related research 
toward individualized calibrated wearable sensors, individualized modeling, more 
research to verify safety and effectiveness in practice, and learning to adopt a new 
technology which can help us to gain deeper insight into the causality of cardiovascular 
disease and cancer as well as infectious process development and help find the best path 
to restore age adequate health. 

CPS/ ICPS with machine learning using principles of optimal control theory 
supervised by physician can provide a truly individualized strategy for estimation, 
continuous monitoring, and prediction of physiological state variables for self-therapy, 
guided therapies, and cyber-therapy.
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